
kernel and device drivers.

DTrace uses a scripting language very similar to
C and awk, called D, which provides numerous
possibilties for �ltering and summarizing data in
a safe way in the kernel before handing it o� for
more processing in user space. This minimizes the
overhead associated with collecting and presenting
data and allows using DTrace safely and with min-
imal performance impact on production systems.

The DTrace Toolkit provides a large collection of
ready-made scripts that cover almost all aspects
of performance and runtime system analysis.

More information on DTrace can be found at
http://dtrace.org/.

Distributions based on illumos

OpenIndiana

OpenIndiana is the successor to Sun's OpenSolaris
distribution and can be used on both desktop and
server systems. It preserves the idea of having a
general purpose based operating system. OpenIn-
diana is used by many illumos developers as pri-
mary development and test platform.

https://www.openindiana.org

SmartOS

SmartOS is developed by Edgecast Inc. speci�-
cally for cloud computing and virtualization pur-
poses. The base system is optimized for this task

and uses no packaging or installation. Additional
software for SmartOS zones is provided through
the NetBSD pkgsrc, which is also worked on by
Edgecast Inc. developers. SmartOS is part of
the TritonDataCenter product produced and sup-
ported by Edgecast Inc.

https://smartos.org

illumos is an advanced open source operating sys-
tem core derived from OpenSolaris. The project
was founded in 2010 to continue the development
of the OpenSolaris code independently of Oracle.

illumos is supported by a few companies who use
the illumos code as a platform for their own prod-
ucts. The illumos project functions as a hub for
collaboration on development of the core operat-
ing system used by the various di�erent illumos
distributions.

Some illumos distributions are developed by com-
panies to match their requirements, and they may
focus on storage, virtualization, or cloud comput-
ing, while others are developed by hobbyists and
target a more general server/desktop use case.
They all share the common code consisting of the
kernel, libraries, daemons, and utilities.

What's in it for me?

Containers - illumos Zones

Yes, we do have containers - one of the earliest im-
plementations. A zone in illumos provides a sepa-
rated userland environment, that feels almost like
a virtual system, but without the overhead of a hy-
pervisor. Zones support not only encapsulation of

http://dtrace.org/
https://www.openindiana.org
https://smartos.org


processes,�lesystems,usersandnetworkconnec-
tivity,butalsoresourcemanagement.Withthe
built-inresourcemanagement,youcanhardlimit
thezonetoanamountofCPUresources,orpin
ittospeci�cCPUs,orevensetupaFair-Share-
Scheduler(FSS)whichallowsrunningcontainers
smoothlyside-by-sidebyensuringaminimumof
neededresources,butalsousingspareresourcesin
caseyourcontainerneedsmoreforatime.

VirtualMachines

Ofcourse,illumosalsosupportsvirtualization.On
theamd64platform,wesupportthebhyveHyper-
visorportedfromFreeBSD,whichprovidesmod-
ernvirtualizationfeatureslikePCI-passthrough.
Themajorillumosdistributionswillrunvirtual
machinesinzones,soyouonlyneedoneinterface
tomanagebothvirtualizationtechnologies.

ZFS-theZettabyteFilesystem

illumosisthesourceofZFSasadirectdescendant
ofOpenSolaris.Theillumosprojectmaintainsa
stableZFSversion,independentoftheOpenZFS
development.Whilethismeansthatillumosmight
getnewdevelopmentslater,itprovidesmoresta-
bilityfortheuser.

ZFSmanagesstoragedevicessuchasSSDsin
poolsandprovidestwosimplecommandszfs(8)
andzpool(8)tomanagethewholestoragestack
fromRAIDto�lesystemattributes.

ZFSdoesfullchecksummingonalldataandmeta-
dataandworkstransactionbased,soyour�lesys-
temisalwaysinastablestate.

Crossbow-NetworkVirtualization

ThenetworkvirtualizationtechnologyCrossbow

allowscreationofvirtualnetworks,switches,and
networkinterfacesonasinglesystem.Separatein-
stancesofthenetworkstackallowbandwidthcon-
trolandisolationofprotocols,services,andvirtual
machines.Whetheryouneedvirtualnetworkin-
terfacecards(VNICs)onaphysicalone,virtual
switches(Etherstubs)tohostVNICs,youwant
tosetupVLANsorevenVxLANs-everything
canbedonewithasingleandsimplecommand,
dladm(8).Thismakesitpossibletoconsoli-
datecomplexnetworktopologiesincludingservers,
routers,and�rewallsonasinglesystem.

COMSTAR-StorageVirtualization

illumosfeaturestheCOMSTARstoragevirtual-
izationwhichallowsyoutouseanillumossystem
asaniSCSIorFibre-Channelstoragesystem-
paralleltothenetwork�lesystem(NFS)orCIFS.
IncombinationwithZFSyoucanbuildstorage
serversolutionsthatexactly�tyourneeds.

ServiceManagementFacility

TheServiceManagementFacility(SMF)manages
thestartupofvarioussystemservices.Ofcourse
youcanalsouseittostartyourapplications.SMF
alsomonitorsyourserviceandwilltrytorestart
itincaseofanerrorandcollectstheoutputof
theapplicationinaseparatelog�le.SMFmain-
tainsdependenciesbetweenservicesandcanstart
independentservicesinparallel.

FaultManagementArchitecture

TheFaultManagementArchitecture(FMA)col-
lects,analyzes,andreportserrorsfromdi�erent
hardwarecomponentssuchasCPUs,memory,and
disksaswellasfromOSsubsystemssuchasZFS
andSMF.Analysingsofterrorslikecorrectable
ECCerrorsinmainmemoryorunexpectedlylong
accesstimesondisksallowspredictionoffailures
andtimelydeactivationofdevicesbeforecatas-
trophicfailureoccurs.

Errorreportsarecreatedinaconsistentfor-
matandallowthesystemadministratortoreact
quicklytominimizeorevenpreventsystemdown-
time.

Role-BasedAccessControl

Role-BasedAccessControl(RBAC)isasecurity
featureallowing�ne-grainedprivilegesandprivi-
legedrolestobeassignedtousersandprocesses.
Rolesareaspecialkindofaccountwhichcannot
beloggedinto.Insteadtheycantemporarilybe
assumedbynormalusersthathavethatroleas-
signedtotheiraccount.Theindividualprivileges
mayallowauserorroletoperformacertaintask,
likerebootingthesystem,ormanagingacertain
SMFservice,withouttherequirementtoallow
fullyprivilegedaccesstocertaincommands.

DTrace-DynamicTracing

DTraceisaninstrumentationtoolmostlyused
forperformanceanalysisandtroubleshooting.
ToachievethisDTracedynamicallypatcheslive
runninginstructionswithinstrumentationcode.
DTracecaninstrumentthewholesoftwarestack
onasystem,programsinuserspaceaswellasthe


